
FAQs Regarding the Network Security Incident 
Targeting City Systems
What happened?
On November 14, 2023, we learned that the City was subject to a potential network security incident. Our Department of 
Technology and Innovation (TID) immediately initiated an investigation, engaged with third-party cybersecurity professionals 
and notified the Federal Bureau of Investigation. Through the initial investigation, it was determined a network security incident 
occurred. 

Why did the City take its systems offline?
Out of an abundance of caution, we took certain systems and internet offline on November 15, 2023, to secure the network during 
the initial stages of the investigation and mitigation efforts. 

Are City systems still offline?
On Nov. 27, the City restored most of its internet connections, network and systems, including the main website. Most website 
content, including general information and department webpages, is now publicly accessible on the City’s main website, with the 
majority of online services now being available. 

Now that City systems are online, are they safe and secure?
While systems were offline, TID implemented additional security measures, beyond the existing measures already in place, to 
contain the threat. With the assistance of third-party cyber security professionals, TID facilitated deployment of additional security 
technology to enhance threat detection and response in addition to monitoring.

Will there still be a delay in any services related to the incident?
Restoration work will continue for several days, so accessibility for some enterprise functions remains offline, including Utility 
bill payment processing and most digital amenities offered by the Long Beach Public Library. Utility billing late fees and shutoffs 
for non-payment are still suspended. Customers are still unable to make payments online, over the phone, or at any previously 
established offsite locations. All previously scheduled customer service operations will continue but could be delayed. In addition, 
once all systems are online, there will likely be some backlogs and some catch-up processes required to return to normal 
operations.

While the City continues to work on identifying any online public services that may be experiencing connection issues, residents 
are encouraged to report any online service disruptions by calling 562.570.INFO (4636).

How did this happen?
We are actively collaborating with third-party cybersecurity professionals on the investigation. Due to the nature of the incident 
and active investigation, the information relating to the investigation is confidential and the City cannot discuss or disclose 
specifics. It could take several weeks or months to conclude the investigation. The City will continue to provide regular updates as 
appropriate.

Was this ransomware?
The City, through the forensic investigation, can confirm that there was no evidence of encryption activity (also known as 
ransomware) in the network. The City took certain systems offline out of an abundance of caution to disrupt and expel any 
unauthorized parties from the City’s systems. The City has implemented certain remediation measures and will continue to bring 
services back online in a safe and secure manner.
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Was there any personal information of the community, employee or businesses 
compromised?
The City recently determined an unauthorized party did acquire some of the City’s data during this incident. The City is working 
with third-party cybersecurity professionals to determine the nature and scope of data that was taken. One primary objective 
of the investigation is to determine whether individuals’ personal information was accessed and/or acquired as a result of the 
incident. Should the City determine personal information was compromised, the City will notify any affected individuals via U.S. 
mail as soon as reasonably possible. Further, should the City discover that individuals’ Social Security number was accessed and/or 
acquired, the City will provide credit monitoring services and other support to those individuals.

Please note that if you receive a notification at any time, whether through U.S. mail or other communications channels, claiming 
to be related to this incident and asking you to provide sensitive personal information such as your social security number, it is 
fraudulent, and you should not provide this information or engage. Official communications will not ask you for this information.

The process of identifying specific individual sensitive information is incredibly detailed and will likely take many weeks to 
complete.  

What can I do to proactively protect myself if I’m concerned that my personal 
information could be compromised?
Here are some general proactive measures you can take if you wish to do so: 

•	 Monitor your accounts: Regularly review your bank statements, credit reports, and other financial accounts for any 
unusual activity.

•	 Update Passwords: Consider updating passwords, especially if you use similar ones across multiple platforms. Ensure 
passwords are strong and unique.

•	 Enable Multi-Factor Authentication (MFA): Where possible, enable MFA for an added layer of security.
•	 Update Security Information: Change passwords not only for the affected account but also for any others with similar 

credentials. Ensure security questions and recovery email addresses are up to date. 
•	 Secure Your Wi-Fi Network: Use a strong password and regularly update your router’s security settings. 
•	 Freeze Credit Reports: Consider placing a freeze on your credit reports for added protection against unauthorized access.
•	 Be Wary of Phishing Attempts: Exercise caution with emails, messages, or calls requesting personal information.

What should I do if I receive a fraud alert from my bank or identity theft/
monitoring service, but not sure if it is real?
If you receive a fraud alert from your bank/service, here are some general steps to consider:

•	 Verifying the Source: Ensure that the communication is genuinely from your bank/service. Legitimate alerts typically come 
through official channels, such as the bank’s/service’s official app, website, email or a phone number listed on your bank 
statement. Legitimate alerts will not request sensitive information through email or text. 

•	 Contacting Your Bank/Service Directly: Reach out to your bank/service using the official contact information provided on 
their website or statements. Discuss the alert with a representative to confirm its validity and take appropriate action based 
on their guidance.

Has law enforcement been notified?
Yes, law enforcement has been notified, and we will cooperate with them.

What is the City doing to prevent this from happening again?
TID has implemented additional security measures, beyond the existing measures already in place. With the assistance of third-
party cyber security professionals, TID facilitated deployment of additional security technology to enhance detection, response and 
monitoring. TID continues to assess potential vulnerabilities and implement additional security measures, including technology to 
further enhance detection, response and monitoring. Network security incidents are becoming more and more common as cyber 
criminals evolve and become savvier. The City of Long Beach has made recent investments and efforts related to cybersecurity and 

will continue to make sure it remains a top priority.



What recent investments and efforts has the City made related to cybersecurity?
Cybersecurity and risk management are top priorities for the City of Long Beach. Unfortunately, cyber security incidents have 
become much more prevalent with private and public organizations being targeted daily across the nation.  As technology changes 
and advances more quickly, and as cyber criminals become savvier and more aggressive, the City has been vigilant and must 
continue to do so. Making key investments in the City’s cybersecurity infrastructure and mitigation efforts is critical. With that said, 
the City has dedicated $32 million over the past five years to matters related to cybersecurity, such as, but not limited to: 

•	 Upgrades to infrastructure and equipment which reduces cybersecurity risks.
•	 Systems upgrades to better detect, monitor and prevent threats in the City’s network and cyber environment. 
•	 Investments to hire more cyber professionals. 

For example, the City’s FY 24 budget, adopted by the City Council on Sept. 5, 2023, includes the following: 
•	 $1.7 million allocated to support cybersecurity related efforts such as increase staffing, acquisition of new software and 

systems, and increase infrastructure. 
•	 In addition, the City received $795,000 in Urban Area Security Initiative funding to further support FY 24 cyber security 

initiatives like risk management monitoring software, extended detection and response solutions and additional staffing.

Further the City, actively engages in the following activities to support cybersecurity:
•	 Increasing awareness through cybersecurity education and training for staff.
•	 Maintaining strong security by completing regular risk assessments based on industry standards.
•	 Partnering with stakeholders, including the Department of Homeland Security and other regional partners, to identify 

opportunities that significantly advance cybersecurity.
•	 Obtaining and exchanging threat intelligence information to stay informed of potential cyberattacks.

How can I stay up-to-date?
We are committed to keeping the public informed of any new developments and potential impacts to public services and to the 
community. Any pertinent updates will be provided, as appropriate, as the investigation continues. Incident information is available 
at www.longbeach.gov/networksecurityincident. People may also call 562.570.INFO (4636) from 8 a.m. to 5 p.m. on weekdays, 
excluding City holidays, for up-to-date information.criminals evolve and become savvier. The City of Long Beach has made recent 
investments and efforts related to cybersecurity and will continue to make sure it remains a top priority.


