
 

 

 

Privacy Impact Assessment Form 
 
Welcome to the Privacy Impact Assessment (PIA). This assessment is crucial for 
ensuring that City of Long Beach programs, projects, or technologies align with privacy 
laws and guidelines, including the Long Beach Data Privacy Policy, while addressing 
the privacy concerns of all stakeholders. Please follow these steps to complete the PIA 
accurately and thoroughly.  
 
What is a PIA? A PIA is a method for conducting an in-depth review of how data is 
collected and managed for a program, project, or technology.  PIAs identify the 
anticipated impacts that a project may have on the public’s privacy. A PIA asks 
questions about the collection, use, sharing, securing, governance, and access controls 
for data that is gathered when using a program, project, or technology. It also requests 
information about policies, training, and documentation that govern the use of the 
technology. 
 
General Instructions for Completing the PIA: Primer  

 Understand the Purpose and Gather Information:  
o This PIA helps identify and mitigate privacy risks, ensuring compliance 

with privacy laws, and fostering transparency with stakeholders.  
o Before starting, gather all relevant documentation, such as design 

documents and data flow diagrams, to inform your 
responses and facilitate a comprehensive assessment. Please consult 
the Privacy Evaluation Guide [LINK] for information on the entire privacy 
review process.  

 Review Each Section Carefully and Provide Detailed Responses:  
o Carefully read each section of the PIA to understand the specific 

questions being asked.  
o Provide thorough and precise answers, referencing relevant project 

materials when applicable. Use clear, concise language to enhance 
understanding and please avoid jargon unless necessary.   

 Reference Guidelines and Address Mitigation Strategies:  
o Where applicable, reference specific privacy guidelines, standards, 

or laws (e.g., local, state, national, or international 
regulations). When identifying privacy risks, describe the strategies and 
measures taken to mitigate these risks, ensuring that both technical and 
policy solutions are addressed.  

 Collaborate, Review, and Submit:  



 

 

o Engage with other City Departments, external stakeholders, and vendors 
as necessary to provide comprehensive responses. After completing your 
responses, review the document for accuracy and completeness, 
incorporating any feedback received before submitting it for approval. 

 
For information, support, or guidance with completing a PIA form, 
contact smartcity@longbeach.gov  
 

 

1.0 Summary & Project Justification 
1. Name of the program, project, or 
technology 

Unmanned Aircraft Systems (UAS) / Drone Technology Program 

2. Please provide a brief description of 
the objectives, purpose, and proposed 
uses, including justification 
for the project at this time. 

The City of Long Beach seeks to establish a citywide Unmanned 
Aircraft Systems (UAS) program to serve as a baseline for all City 
Departments to explore and implement drone technology to enhance 
operational eƯiciency, improve public safety, and support critical City 
services. Based on operational needs assessments conducted with 
key departments, UAS technology will support the following use 
cases: 
 
Emergency Response and Public Safety: 

 Fire/Emergency Response 
 Law Enforcement Operations 
 Crime Scene Documentation 
 Disaster Assessment 
 Life preservation missions 

 
Infrastructure and Asset Management: 

 Critical Infrastructure and Site Inspection 
 Marine and Port Operations 
 Construction Management 
 Utility Operations 

 
Transportation, Communications, and Community Engagement: 

 TraƯic Management 
 Roadway Design Support 
 LBTV Documentation 
 Special Events Documentation 
 Communications and Storytelling 

 
2.0 Technology Overview and Data Handling  



 

 

3. Describe the program, project, or 
technology involved.  

The UAS program will utilize small Unmanned Aircraft Systems 
(commonly referred to as drones) equipped with various sensors and 
cameras to collect aerial data. 

4. Describe the benefits of the program, 
project, or technology and provide any 
data or research demonstrating 
anticipated benefits for the City and its 
residents.   

UAS technology provides several key benefits to the City and its 
residents: 
 
Safety: Reduces risk to City personnel by eliminating the need to 
enter hazardous environments for inspections, emergency 
assessments, or data collection in dangerous conditions. Improve 
public safety for the Long Beach community.  
 
EƯiciency: Enables faster data collection and assessment compared 
to traditional methods such as helicopters, scaƯolding, or manual 
inspections, leading to quicker decision-making during emergencies 
and routine operations. 
 
Data Quality: Provides high-resolution imagery and real-time 
situational awareness that improves accuracy in emergency 
response, infrastructure assessment, and planning activities. 
 

5. Describe how the program, project, 
or technology relates to 
the Department's mission.   

As a citywide program, UAS technology supports the Long Beach 
2030 Strategic Vision (SV2030), the City’s guiding framework for 
achieving a future where all residents experience Long Beach as a 
safe, clean and healthy place to live, learn, work, play, and thrive. The 
drone program advances several of SV2030’s core community themes 
and City priorities:  
 
Public Safety: The mission of public safety is the improvement of 
community wellness and support of the community's shared values 
through the reduction and mitigation of dangerous or life-threatening 
situations. UAS technology directly supports this mission by providing 
LBPD and LBFD with enhanced situational awareness, and aerial 
search capabilities,  reducing risk to both residents and first 
responders. 
 
Climate & Environment Sustainability: Extreme heat, worsening air 
quality, and flooding pose the greatest climate change risks to Long 
Beach residents, and more extreme weather events are expected. 
UAS technology supports the City's preparedness and response to 
these events, enabling rapid aerial assessment of flood zones, fire 
conditions, and storm damage across Parks, Public Works, and 
emergency management operations. 
 



 

 

Mobility, Placemaking & Public Infrastructure. Public Works and 
Parks, Recreation & Marine use of drone technology for infrastructure 
inspection, event monitoring, and park safety aligns with SV2030's 
goals around safe streets, maintained city facilities, and accessible 
public spaces for all residents. 
 
EƯicient, Resilient City Government. SV2030's strategies are 
intended as guiding principles rather than prescriptive mandate. They 
provide a framework for departments and stakeholders to 
collaborate. The cross-departmental nature of this UAS program, 
spanning Fire, Police, Public Works, Parks, the City Manager's OƯice, 
Special Events & Filming, and Technology & Innovation, is a direct 
expression of SV2030's vision for a collaborative, resilient city 
government that leverages shared tools to serve residents more 
eƯectively. 
 

6. Who will be involved with the 
deployment and use of the project?  

UAS operations will involve personnel from multiple City 
departments, including: 
 

 Fire Department 
 Police Department 
 Technology and Innovation Department 
 Public Works 
 Parks, Recreation, and Marine Department 
 City Manager's OƯice & Special Events 
 City Attorney’s OƯice 
 City Prosecutor’s OƯice 

 
3.0 Use Governance Framework  
7. Describe the 
anticipated processes required for 
personnel to use or access 
the program, project, or technology, 
such as a notification, approvals, or 
check-in, check-out of equipment.   

UAS deployment will require the following processes: 
 

 Regulatory Compliance 
o All UAS registered with Federal Aviation Administration 

(FAA) per 14 Code of Federal Regulations (CFR) Part 48 
o All operators hold valid FAA Part 107 certification 

verified by supervisor  
o Operations comply with FAA airspace authorizations 

including LAANC or formal waiver 
 Pre-Flight Authorization 

o Deployments are authorized in accordance with each 
Department’s established policies and procedures. 

 In-Flight Operations 



 

 

o Flight conducted per FAA Part 107 and mission-specific 
parameters 

 Post-Flight 
o Equipment check in 
o Finalize flight log 
o Data transfer 

 
8. Please list any legal, regulatory, or 
policy frameworks that are applicable 
to the program, project, or technology 
(e.g., CJIS, HIPAA, PCI, etc.). 

The UAS program is subject to following legal and regulatory 
frameworks: 

 Federal Aviation Administration (FAA) 
 Assembly Bill AB-481 Military Equipment  
 CJIS 

  
9. Describe the training provided to 
users, either generally or specifically 
relevant to the program, project, or 
technology.  

All drone operators a part of the UAS program will adhere and comply 
with the City’s Proposed Use Policy (PUP) as a baseline, in addition to 
any Department-specific drone policies. 
 

10. (Optional) Describe the roles and 
responsibilities of teams or individuals 
involved in overseeing the deployment 
and use of this program, project, or 
technology.    

 

4.0 Data Collection, Use and Management   
11. List the types of personal data being 
collected from this program, project, or 
technology and describe how it is 
collected.  

UAS operations may collect the following types of data: 
 Images 
 Video 
 Flight operation details like: 

o Date & time 
o Flight path information 
o Incident number 

 
Images or video may incidentally capture individuals, faces, license 
plates, and other identifying information. All data collected from UAS 
program is tied to specific operational purposes (Emergency 
Response and Public Safety, Infrastructure and Asset Management, 
Transportation, Communications, and Community Engagement) and 
is documented through flight logs. 

12. Describe how the data will be used 
and for what purpose.  

Data collected by UAS will be used strictly for the authorized 
purposes outlined in Section 1, including: 

 Emergency Response and Public Safety  
 Infrastructure and Asset Management 



 

 

 Environmental, Arson, & Hazard Monitoring 
 Special Events & Public Programming 

 
13. Describe the mechanisms in 
place for minimizing the inadvertent or 
improper collection of data and 
safeguards to protect data from 
unauthorized access (e.g., encryption, 
logging. etc.).   

Privacy Safeguards:  Operators are trained to redirect or deactivate 
recording devices when approaching non-public areas. No intentional 
recording of building interiors, private yards, or enclosures absent 
search warrant, consent, or exigent circumstances.  
 
Operational Controls:  UAS deployments are limited to authorized 
use cases identified in this PIA. Data collection is limited to the 
information reasonably necessary to accomplish the authorized 
purpose of the deployment. 
 

14. Describe what information is being 
collected from sources other than an 
individual, including other IT systems, 
systems of record, commercial data 
aggregators, 
publicly available data and/or other 
City departments.   

UAS do not collect data from external databases. 

15. (Optional) Explain how individuals 
will be informed about the collection 
and use of their data, including the 
specific purposes for its use and how 
its use complies with relevant privacy 
laws.  

 This Privacy Impact Assessment and Proposed Use Policy will 
be publicly available on the City website 

 Entry in the Digital Rights Platform describing the UAS program 
and data practices 

 
 

5.0 Data Storage, Security and Retention  
16. How will the data be securely 
stored?  

UAS data will be stored in approved secure storage environments 
managed by the participating Department in accordance with 
applicable federal and state laws, City policies, and Departmental 
specific records management requirements. 
 

17. Describe the methods for 
ensuring data security and privacy.  

Data collected will be managed in accordance with applicable federal 
and state laws, City policies, and the established information 
security, records management, and UAS governance procedures of 
the participating departments. 
 
Access to UAS data is limited to authorized personnel with a 
legitimate business need and is managed through existing 
departmental access controls. Any disclosure of data is limited to 
authorized governmental, legal, or operational purposes and must 
comply with applicable law and City policy. 
 



 

 

18. Outline the procedures for 
securely deleting improperly 
collected data.   

Deletion procedures: 
 Flag improperly collected data 
 Supervisor approval for required deletion 

 
Examples of improperly collected data: 

 Footage of areas with reasonable expectation of privacy 
collected without legal authorization 

 Footage retained beyond established retention periods 
without justification 

 
6.0 Data Sharing, Access and Accuracy  
19. Why is data sharing necessary?   Data sharing will be minimized and limited strictly to what is 

necessary to support the authorized purposes of this pilot: 
 
Operational collaboration: Footage and flight logs may be shared 
interdepartmentally for post-event evaluation and pilot debriefing 
 
Legal and oversight requirements: Data will not be disclosed unless 
required by law following City Attorney review and approval.  
 

 20. Identify all third parties (including 
other government agencies, vendors, 
contractors, or external partners) that 
will access, receive, purchase, or share 
any data, and specify: 
 (a) the name of each entity, 
 (b) what specific data elements they 
will access or receive, and 
 (c) the purpose for which they will use 
the data. 

The project is not designed to routinely share data with third parties. 
 
Data may be disclosed only when authorized by law or necessary to 
support legitimate governmental functions. Potential recipients 
include: 

 Participating City departments (e.g., Long Beach Police 
Department and Long Beach Fire Department) for authorized 
operational, investigative, administrative, and pilot evaluation 
purposes. 

 Prosecutorial agencies, when footage is required for criminal 
prosecution or related legal proceedings. 

 Other law enforcement or public safety agencies when there is 
a legitimate investigative, mutual aid, or public safety need and 
disclosure is authorized by law. 

 
21. Explain how the project checks the 
accuracy of the information collected. 
If accuracy is not checked, please 
explain why.  

The project primarily collects observational data in the form of 
imagery, video recordings, flight logs, and associated metadata 
generated by the UAS.  
 
Operational personnel are responsible for reviewing collected data as 
needed to ensure recordings are complete, associated with the 
correct flight or incident, and retained in accordance with applicable 
Department procedures 



 

 

 
22. If operated or used by another entity 
on behalf of the City, provide details 
about project access and applicable 
protocols. Please link any contracts or 
memorandums of agreement that are 
applicable.  

N/A 

23. (Optional) If applicable, detail 
the procedures for individuals to 
access and correct their information.  

 

7.0 Compliance and Risk Mitigation  
24. List who is 
responsible for overseeing compliance 
with the overall use and management 
policies of the program, project, or 
technology.   

Each Department that operates UAS technology is responsible for 
oversight of its own UAS program and/or deployment, including 
compliance with applicable laws, City policies, Department policies, 
and operational procedures.  

25. Describe the safeguards, controls, 
and mitigation measures in place to 
protect data and ensure responsible 
use of this technology. 

Administrative safeguards include clearly defined authorized uses, 
role-based access to data, established departmental oversight, 
personnel training, compliance monitoring, incident reporting 
procedures, and adherence to existing Department records 
management and information security policies. 
 
Operational safeguards include limiting UAS deployments to 
authorized public safety missions, restricting collection to the 
minimum information necessary to accomplish the authorized 
purpose, documenting flight operations, and conducting post-event 
reviews to evaluate compliance and identify opportunities for 
improvement. 
 
Technical and physical safeguards include transferring data to 
approved secure storage environments and restricting physical 
access to UAS equipment and associated data to authorized 
personnel. 
 
Data retention, access, sharing, and disposition are governed by each 
participating Department's established policies and procedures, and 
any authorized disclosures are limited to legitimate governmental, 
legal, or public safety purposes consistent with applicable law. 
 

8.0 Monitoring, Accountability and Enforcement  
26. Explain how the program, project, 
or technology keeps a record of 

The UAS program will maintain comprehensive records of all data 
disclosures to ensure transparency and accountability: 
 



 

 

any disclosures of data made outside 
the Department.  

Disclosure tracking requirements: 
 Purpose of disclosure 
 Description of data elements shared 

27. Describe the procedures for 
enforcement if an agency or authorized 
user is suspected of being or has been 
found to be in noncompliance with the 
laws and policies, including the entity’s 
privacy policy, when established.  

Detection: Violations may be identified through post-event audit of 
flight logs and footage, review of the disclosure log, and reports from 
authorized personnel. 
 
Compliance Monitoring: Each Department utilizing UAS technology 
is responsible for monitoring compliance with this policy and its 
respective departmental UAS policies and procedures. This PUP does 
not supersede the existing UAS program governance structures. 
Departments with established UAS policies, including LBPD and 
LBFD, Maintain their existing oversight structures and reporting 
requirements. 
 
Violation Reporting: Personnel who become aware of a potential 
violation or noncompliance with the City’s Proposed Use Policy, 
Department policy, or applicable law, including unauthorized access, 
data misuse, collection outside authorized scope, or improper 
disclosure, must follow existing City and Department policies and 
procedures and report the incident to their departmental supervisor. 
 
 

 


