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1. Purpose

This policy serves as the shared governance floor for Citywide drone and Unmanned Aircraft
System (UAS) operations. This policy does not replace or supersede existing departmental drone
policies. Each Department’s UAS operations continue to be governed by their applicable
Departmental policies and procedures, including but not limited to: LBPD Special Order 2025-2
and the LBFD operations Operational Procedures Manual. This PUP supplements those frameworks
with a unified Citywide baseline.

City Departments may use UAS technology to support a broad range of public services, including
but not limited to public safety and emergency response, infrastructure and asset management,
special events and public programming, and environmental and hazard monitoring. This policy
governs how data collected through any of those uses is handled, protected, and shared.

2. Authorized Use
Permitted Uses
UAS technology is authorized for the following types of purposes*:
e Public Safety & Emergency Response: Supporting law enforcement operations and
emergency situational awareness.
e |nfrastructure & Asset Management: Aerial inspection of public infrastructure.
e Environmental, Arson, & Hazard Monitoring: Assessing environmental conditions, natural
disaster impacts, and public safety hazards.
e Special Events & Public Programming: Supporting City communications and
documentation of events.

Specific authorized uses within each category above are governed by the applicable Department’s
UAS policy and procedures.

*The use cases outlined above reflect current and anticipated City needs. As operational
requirements evolve and new applications emerge, additional uses may be identified and
incorporated into this policy*

Prohibited Uses
The following uses are expressly prohibited under this policy:
e |ntentionalrecording of areas with reasonable expectation of privacy absent search
warrant, consent, or exigent circumstances



o Any use of collected data beyond the authorized purposes described in this policy and in
associated Departmental policies

3. Data Collection

Types of Data Collected: The following are examples of data types may be collected through City
UAS deployments:
o Aerialvideo footage of publicly accessible areas within authorized deployment zones;
o Flight logs including drone identifier, certified operator name, deployment zone, date, and
flight timestamps; and
e Operational notes captured by pilots or supervisors during the deployment.

How Data is Collected: Data is collected by Federal Aviation Administration (FAA) certified drone
operators during authorized deployments. Footage is captured passively by onboard cameras as
drones operate within authorized airspace. Flight logs are recorded manually by the operator and/or
spotter before, during, and after each flight.

4. Data Access
Access to data collected under City UAS deployments shall be restricted to the following
authorized roles, unless for law enforcement purposes:

A. Remote Pilot in Command (RPIC)

a.
b.
c.

Access to: Flight logs, onboard footage during active flight operations.

Purpose: Real-time operational use during deployment; completion of flight logs.
Restrictions: No review or retention of footage for non-law enforcement purposes or
for personal gain; must hold valid FAA Part 107 certification; must comply with
applicable departmental UAS policy.

B. Remote Visual Observer

a.

Access to: Real-time visual observation, onboard footage during active flight
operations.

Purpose: Maintain visual line of sight from launch to recovery.

Restrictions: Maintain constant communication with RPIC; comply with applicable
departmental UAS policy.

C. Departmental Supervisor
a. Access to: Flight logs, post-flight footage for operational review.

b.

Purpose: Operational oversight, authorization of deployment, incident
documentation.

Restrictions: Access limited to data related to authorized deployments only; may
not share footage outside the roles listed here, unless authorized by law or as

necessary to support legitimate governmental, law enforcement, or public safety
purposes.

D. IT/ UAS Data Administrator
a. Access to: Stored footage and flight log files for security and data management

purposes.



b. Purpose: Responsible for storage management, access requests, PUP compliance,
deletion per retention schedule. This role does not supersede the existing UAS
Program Coordinators within LBPD and LBFD.

c. Restrictions: Will not access, use, alter, or disclose UAS data except as necessary
to perform their responsibilities or as otherwise authorized by law or Department
policy.

Requests for footage needed for law enforcement investigations or other PD purposes shall be
processed in accordance with established Department policies and procedures. All access
requests must document the requester’s role, purpose, and authorization basis prior to access
being granted.

5. Data Protection

Technical and Physical Safeguards: Footage and flight logs will be transferred from drone
equipment to a secured City-managed storage environment as soon as practicable
following each flight. Physical access to drone equipment during and after deployment will
be restricted to authorized personnel only. Devices will not be left unattended in unsecured
locations.

Cybersecurity Standards: UAS systems and data will be managed in accordance with
applicable federal and state laws, City and Department information security policies, and
other applicable security requirements governing the collection, storage, and protection of
information.

6. Data Retention & Disposal

Retention Period: Footage and associated flight logs collected during authorized UAS
deployments shall be retained in accordance with the applicable Department’s records
retention schedules, and records management policies and procedures. LBPD and LBFD
shall retain UAS data in accordance with their respective Department protocols and
applicable laws.

Legal and Policy Justification: Retaining UAS data in accordance with each Department’s
established records retention schedules promotes consistency with existing records
management practices and applicable law while ensuring that data is maintained only for
as long as necessary to support operational, investigative, legal, or public records
obligations.

Retention Exceptions: Footage may be retained beyond the standard retention period only
where there is a specific, documented City need, including: footage capturing an unusual
occurrence; serious property damage or infrastructure compromise; injury or death to a
City employee or member of the public; footage with evidentiary, investigative, or
administrative value; or footage requested in connection with anticipated or pending
litigation. The UAS Data Administrator will document the basis for any retention exception in
accordance with Department procedures.

7. Public Access & Transparency



¢ Digital Rights Platform: Residents and stakeholders can learn more about this technology
by accessing our Digital Rights Platform entry on Drones / UAS.

8. Data Sharing
¢ Third-Party Data Sharing: UAS data collected will not be shared with external parties
except as authorized by law or as necessary to support legitimate governmental, law
enforcement, and public safety purposes.
¢ Inter-Departmental Sharing: Data may be shared between City Departments only for the
purposes of law enforcement, pilot evaluation, and operational debriefing as described in
Section 4.

9. Training
All personnel operating or directly interacting with UAS technology are required to complete the
following training and certification requirements prior to deployment:

o FAAPart 107 Certification (Required, Pre-Deployment): All drone operators must hold a
current and valid FAA Part 107 Remote Pilot Certificate. Certification must be verified and
documented by the departmental supervisor or sUAS Program Coordinator prior to any
flight. RPICs shall be certified and maintain training in compliance with current
Department, FAA, and legal requirements and standards.

10. Auditing & Oversight

e Compliance Monitoring: Each Department utilizing UAS technology is responsible for
monitoring compliance with this policy and its respective departmental UAS policies and
procedures. This PUP does not supersede the existing UAS program governance structures.
Departments with established UAS policies, including LBPD and LBFD, Maintain their
existing oversight structures and reporting requirements.

¢ Violation Reporting: Personnel who become aware of a potential violation of this policy
that is also a violation of existing and relevant City and departmental policies, including
unauthorized access, data misuse, collection outside authorized scope, or improper
disclosure, must follow existing City and Department policies and procedures and report
the incident to their departmental supervisor.

11. Data Equity

e Privacy Impact Assessment: A Privacy Impact Assessment (PIA) was conducted and
identified UAS / Drone technology as High-risk. The PIA can be accessed here.

e Bias Mitigation: The City is committed to ensuring that UAS technology is deployed
equitably and does not result in disproportionate monitoring of any community or group of
residents. Departments are encouraged to consider equity implications as part of
deployment planning.

12. Legal Compliance
This project and its associated data practices comply with all applicable local, state, and federal
laws, including but not limited to: Assembly Bill (AB) 481 (Government Code 8§ 7070-7075), and



City of Long Beach Ordinance ORD-24-0028, governing the acquisition and use of military
equipmentincluding UAS/drones and requiring City Council oversight and annual public reporting;
the California Public Records Act (CPRA); the Criminal Justice Information Services (CJIS) Security
Policy; NIST SP 800-53 applicable security controls; LBPD Special Order 2025-2; LBFD Operational
Procedures Manual (September 2019); City of Long Beach Data Privacy Policy (AR 8-39); and
applicable FAA regulations under 14 C.F.R. Part 107.
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